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1	Decision/action requested
Conclusion on key issue #2.1 (Linkability by distinguishing MAC failure and synchronization failure),
conclusion on key issue #2.2 (SUCI based attacks), 
conclusion on key issue #3.2 (SUPI guessing attacks), conclusion on key issue #4.1 (Protection of SQN during AKA re-synchronisations)
2	References
[1]       3GPP TR 33.846 Study on authentication enhancements in 5G system
[bookmark: _Hlk73031997][2]	3GPP TSG-SA3 Meeting #104-e, S3-212408, Add randomness on the UE side  
3	Rationale
This contribution proposes to consider solution #2.12 to be chosen as a basis for normative work in conclusion for key issues #2.1, #2.2, #3.2 and #4.1. 
The solution #2.12 proposes the following modifications (more details of the solution can be found in [2]): 
· Add randomness from the UE side (RANDMS) and bind all the further 3GPP-AKA protocol messages to both RANDHE and RANDMS values. 
· Add MAC calculation on the secret key K (the idea is borrowed from the solution #2.8 (clause 6.2.8 of TR 33.846 [1])).
According to [2] as an argument in favor of the choice, the following table can be given:
	Security properties
	Our consideration

	#2.1 (linkability attack by using error message code)
	The adversary is unable to replay old (RANDHE, AUTN) request, because the AUTN value is binded to the randomness from the UE side. If adversary tries to replay the old value, it will cause MAC_failure regardless of the UE.

	#2.2 (SUCI replay attack, SUPI check attack)
	The adversary is unable to replace SUCI with another chosen SUCI’: it will lead to a MAC failure from the HN side, hence causing Registration Reject message. The adversary is unable to generate a valid SUCI from the SUPI: he does not know the required long-term secret key, hence he can not generate valid MAC.

	#3.2 (SUPI guessing attack)
	The adversary is unable to form valid SUCI from some chosen SUPI: he does not know the required long-term secret key.

	#4.1 (protection of SQN during AKA re-synchronisations)
	The adversary is unable to obtain correct SQNMS ⊕ AK*: it has no control over the generation of authentication vector (RANDHE, AUTN); replacing it with the old one will trigger MAC_failure due to the binding to the randomness from the UE.



4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.856 [1].	
[bookmark: _Toc3474019][bookmark: _Toc54185016]   *** START of CHANGE ***   
[bookmark: _Hlk86069992][bookmark: _Toc66136956]7.2.X	Conclusion on key issue #2.1
For key issue #2.1 on Linkability by distinguishing MAC failure and synchronization failure:
Solution#2.12 (Adding randomness on both sides to mitigate all replay-attacks and assuring SUCI generation by legitimate entity using MAC calculation on secret key) can be chosen as basis for normative work.
7.2.X	Conclusion on key issue #2.2
For key issue #2.2 on SUCI based attacks:
Solution#2.12 (Adding randomness on both sides to mitigate all replay-attacks and assuring SUCI generation by legitimate entity using MAC calculation on secret key) can be chosen as basis for normative work.

7.3.X	Conclusion on key issue #3.2
For key issue #3.2 on SUPI guessing attacks:
Solution#2.12 (Adding randomness on both sides to mitigate all replay-attacks and assuring SUCI generation by legitimate entity using MAC calculation on secret key) can be chosen as basis for normative work.
7.4.X	Conclusion on key issue #4.1
For key issue #4.1 on protection of SQN during AKA re-synchronisations: 
Solution#2.12 (Adding randomness on both sides to mitigate all replay-attacks and assuring SUCI generation by legitimate entity using MAC calculation on secret key) can be chosen as basis for normative work.

*** END of CHANGE ***

